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Chapter 6

The Use of Information and Communications

Technology in Criminal Procedure in the USA

Stephen C. Thaman

Introduction

iw enforcement organs in the USA use information and communications technol-
ogy (ICT) in conducting three types of surveillance useful for solving crimes and
Iringing criminals to justice: (1) the physical surveillance of people in public
ypuces; (2) the surveillance of private communications; and (3) the surveillance of
jransactions in which people engage (Slobogin 2005).

ICT is also used, however, in data mining, that is, in synthesizing and comparing
data contained in large databases containing the fruits of the aforementioned three
types of surveillance, in order to help solve criminal cases. Data mining can be
“target-driven” and involve obtaining information about an identified suspect. It can
be “match-driven” to see whether a particular person is a “person of interest.”
Finally, it can be “event-driven” and designed to discover the as of yet unknown

perpetrator of a past event, and involves what is called “pattern-based surveillance”

(Slobogin 2008).

All of these practices involve invasions of privacy of the citizenry, and thus must
he discussed in light of the case law of the US Supreme Court (USSC) interpreting
(he extent of privacy rights in the USA. After a discussion of this foundational case

luw, we first look at US laws and jurisprudence in relation to the interception of the
content of confidential communications, for these laws are the “gold standard™ for
privacy in the USA. We then discuss physical surveillance and finally transactional

surveillance both to solve particular crimes and also to create massive data banks for
{he purpose of solving future crimes through data mining. In each of these areas, we
compare the rules for normal criminal cases, with the special regimes applying to
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investigations relating to national security and antiterrorism, We will also discusg
the data bases which are key to government criminal investigations, and the private
enterprises that cooperate, voluntarily or under threat of law, with the data mining

and surveillance efforts,
Collecting Information as to Movements and Activities
in Public Spaces

Use of Surveillance Cameras and Facial Recognition
Technology

Activity in public places or “open fields” is not generall Yy protected by the 4. Amend.,

It is thus not a “search” within the meaning of the 4. Amend, for police to mount &

video camera to secretly record comings and goings in the front yard of a suspect’s
home (State v. Holden 1998), or in front of public establishments such as bars (State
v Augafa 1999). Use of motion-activated video cameras in “open fields” is also
permissible without judicial authorization (United States v Vankesteren 2009),
Recording street-corner drug deals, either from a distance by using “bionic earg®
and binoculars (Stevenson v State 1996), or by outfitting an informer’s automobile
with a video camera have not violaied State privacy protections (State v Clark
1996). Using cameras in semipublic places like hospitals (United States v Gonzalez
2003), or open businesses (Cowles v State 2001) also arouses no 4.Amend, con-
cerns. Once information has been revealed in public, the police then may subject
that information to technologically assisted interpretation and evaluation without
further implicating the 4. Amend.

There is thus no constitutional impediment to using facial recognition technol-
ogy in relation to photographs or videotapes of persons in public. |

It was also recently revealed, that the NSA has been gathering “millions” of
images per day of people from communications it secretly intercepts, of which
around 55,000 per day are of sufficient quality to apply increasingly sophisticated
facial recognition technology (Risen and Poitras 2014).

Automatic License Plate Recognition (ALPR) and Warrant
Checks

ALPR cameras are used in many jurisdictions. All Oklahoma license plates are now
ALPR-compatible. New York State uses the system to catch car thieves and to sean
parking lots for visitors who have outstanding warrants. The system is used (o
stockpile, from each license plate capture, images, dates, times and GPS coordi-
hates which can help place a suspect at scene, aid in witness identification, pattern
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lucognition or the tracking of individuals. Suc':h data can be used to ?re_é_l.Fe I:Ipec.il;alr
Itod databases that can be shared among police (.iepmment_s‘ (.Autlomauc 1u;rn T
I'lile Recognition 2015). Oakland, California recewe.dA$ 12 rpﬂhon in fedr?ra gy nn‘.ﬂ
I use on antiterrorist surveillance at its large port, but_lt has ;q‘s‘pead used thenc}c:nuy
[y massive surveillance related to ordinary law eqforcement, from gunshot- ::;L:;
litn sensors in the barrios of East Oaklan:d to license plate_ readers mounted or
~ julice cars patrolling the city’s upscale hills” (SengUPfg 2013b)-- ‘ s

Police officers may also routinely access a co_rnputer. to -d:‘.e.term;x.l.e whc]; :u il
purticular license plate is associated with pr‘ior-cnnpnal v1_olat10n.s., o1 wﬂﬁl,.uﬁn
.lll'l‘t-.‘..*i! warrant has been issued for its owne’r. or regular user. Thf:y_ma)él d(: ,-'.lm‘ {:I"':
(it stopping the vehicle, or after a valid vehicle stop, where they may directly chee
the records for the driver or the passenger. s

If the stop of the vehicle was unlawful, then some courts plgv?nl. uu. (-, e
iition gained from the warrant check, If a law.fu.l stop, hc:;;»xu}ie:--, mm}uiu‘ .w&“{
prolonged in order to perform a warrant check, som‘e cou_r;s 1.0rb1d‘ u:se .U !.f..u.m ;'t-)n
wnt information (United States v Boyce 2003; United ,S’““"‘.'," f.":”f"mf"" hh;
Peiple v Harris 2008). Other courts, however, allf)\? pmlqn,gulmn for o reasoni
lline to consummate the warrant check (State V'Wz.llzarrm‘-ZO‘OE’l:). .. ) AL

No individualized suspicion is needed to run the name of m:rhu-(_f-u dlrlver or i s
nenger through the national computer system (State v Sloane 2008),

Use of Tracking Devices

I, The “Beeper” Cases

No 4. Amend. implications arose, traditionally, from pO].i.(.:E:. following Suspects in
"liseper,” to containers of precursor Chemica]s ysed in man‘uf acl':lurin g 1l|lufz‘al‘nt||titllll '
(t'8, and then frailed the purchaser of the containers by actx_v&'lt'mg thb‘ - 1chu o t
1I8SC found no illegal search or seizure in the act of attachlng-.lhe‘-hee[jul .-tn‘llu
vontainer, because it did not yet belong to the suspect and he l'he.relure lh;ud .nlui;'t.u
sonable expectation of private in its interior. And the Court also;cle.m‘ned ;I;.m llx'u u:},:
shnpects in public did not violate the 4.An1g:r:d-., hecaus-e pu{wc Lnl..l|( :Fn‘&l l)t;:;n
imore traditional methods to do the same survelllancg ( l{m!fm’ *Srzl'frlc'.'.‘ 1.':Knn‘rr.\‘ H--'I :Ji

Il police, however, use the devices to track location :n:s;ldc uI“ﬂ?c "?3“‘_%’{"‘"' lt.rn
authorization would be needed, because it would be a " HQH’.I'L‘I‘I in wg]ul. (.;“ u-l. 31;
tennonable expectation of privacy (United States v J}'\-f‘f.!'ﬂ -193_':1), _R‘-'-L‘F“?.)’a] |l1t'
New York Police's strategy of putting lritckin.g.dcvicgs in Llc.cpy px.l!1 hlull‘]c‘z:: ll; :];12_:)1
phirmacy robberies, was upheld by the courts for the same reason (Goldstein 2015),

4 The Use of Global Positioning Systems (GPS) Technology for Tracking

Although lower courts had applied the rationale of the “heoper c:mjufuft.ul tha -um;
of GPS technology, o recent decinion by the USSC b cust doubt on the continte
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validity of their earlier approach. In United States v Jones (2012a, b) the USSC
held, however, that the 4. Amend. was violated when police attached a GPS device
to a suspect’s automobile and engaged in a 4-week surveillance of the suspect’s|
movements. The majority did not, however, find that judicial authorization way.
needed for the long-term surveillance, but only that the act of attaching the devie
to the suspect’s property was an unlawful “seizure” and violated the 4. Amend.
the automobile belonged to the suspect at the time the device was attached. Fis
Justices, however, writing in different opinions, did seem to hint that long-term
surveillance might violate the 4. Amend. (McAllister 2012, p. 493). |
Justice Sotomayor opined;

GPS monitori ng generates a precise, comprehensive record of a person’s public movéments
that reflects a wealth of detail about her Familial, political, professional, religious, and sex-
ual associations...[such as] trips the indi sputably private nature of which takes little imagi-
nation to conjure: trips to the psychiatrist, the plastic surgeon, the abortion clinic, the AIDS
treatment center, the strip club, the eriminal defense attorney, the by-the-hour motel, the
union meeting, the mosque, synagogue or church, the gay bar and on and on. The
Government can store such records and efficiently mine them for information years into the
future... And because GPS monitoring is cheap in comparison to conventional surveillance
techniques and, by design, proceeds surreptitiously, it evades the ordinary checks that con-
strain abusive law enforcement practices: such as limited police resources and community
hostility... Awareness that the Government may be watching chills associational and
expressive freedoms. And the Governments unrestrained power to-assemble data that reveal
* private aspects of identity is susceptible to abuse. The net result is that GBS ‘monitoring—by
making available at a relatively low cost such a substantial quantum of intimate information
ahout any person whom the Government, in its unfettered discrelion, chooses to track—
may alter the relationship between citizen and government in a way that is inimical (o
democratic society. I would take these attributes of GPS monitoring into account when
considering the existence of a reasonable societal expectation of privacy in the sum of one’s
public movements. T would ask whether people reasonably expect that their movements will
be recorded and aggregated ina manner that enables the Government to ascertain, mare or
less at will, their political and religious beliefs, sexual habits, and so on (United States v
Jones 20124, b).

Justice Alito, in another concurring opinion, also questioned whether the old
USSC approach to public tracking could still stand in the modern technological era;

Recent years have seen the emergence of many new devices that permit the monitoring of a
person’s movements. In some locales, closed-cireuit television video monitoring is becom-
ing-ubiquitous, On toll roads, automatic toll coll ection systems create a precise record of the
movements of motorists who choose to make use of that convenience. Many motorists
purchase cats that are equipped with devices that permit a central station to ascertain the
car’s location at any time so that roadside assistance may be provided if needed and the car
may be found if it is stolen.

Perhaps most significant, cell phones and other wireless devices now permit wircless
carriers to track and record the location of users—and as of June 2011, it has been reported,
there were more than 322 million wireless devices in use in the United States. For older
phones, the accuracy of the location information depends on the density of the tower net-
work, but new “smart phones,” which are Gquipped with o GRS device, permit more precige
tracking, For example, when & 08ei detivites the GIS on sueh o phiore, & provider s able o
monitor the phone’s locition and apeed o movement hig van thon raport bk feal- e
Aratfle conditons after combining (Merawdsouroing™) the speed of all wich Fhanes on iy
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i oo ity g osing ey s st e
:::llt:\ﬁ:;i‘t:(i;::? aiz.g::%%ﬁgii;%i iﬁﬂl}n‘;?;ii?; Stlo shape the average person’s expecta-

S e privacy of his or her : - . -
:liIL:l'zT.[Ezist'l?zizzdf:f‘f;;hg:: Ee?:lag%gsn?oﬁitorinyg in investigations of most offenses impinges
(in expectations of privacy (United States v Jones 2012a, b).

Some US courts had already adopted the tlio?itiog oftglgs;lcflsn Srcl):lorgz%rge T}l‘g
All t long-term tracking is not “reasonable” under the 4.Amend. |
?rfrl::’\ g?ctislionc( United States v Gareia 2007; State }f. Jq;ksgﬂ 2003; Pec;jpleb v tﬂfg;i;
1009: United States v Maynard 2010; Un'it-ed Smre-s ¥ -anes -20_1?2;, 'r), I'IBr'ereron
live followed their approach after the dems;on (State v Zahn 2912, ta.-e.vnt beféI-é
013y Commonwealth v Rousseau 2013), Se\{eral states require a warra
(P8 devices may be used (see McAllister 2012, p. 506).

1, Celiphone Site Location Tracking

As was noted by Justice Alito, as a cell phone moves, iFs 51.g.na.l§ are ggﬁitﬁfﬂ}i
different cell phone towers located Withi‘n close geographic pro?(u;gt}(. sifength o
flofis can be determined by analyzing signals frqm such .t.(l)W];BlS,. L en(; o :ppﬁe(i
(e angle of signal reception (Casey 200?, p. 1009). Courtg avlflz gﬁnne : ;Vic.e s
(i same rationale in Knotts to allow police to s;tac}ure from a ce : P oh S
Jpeation of a subscriber’s phone without requiring a wanaf-lt or t e gml;z 201.0‘
Arncking the person’s movements (U nitgd Smre.s v Foresrg(.)()éibpe-v.:ga vP?;OVider 0}
I re Application of United States of ;flrner;r.ca for Order : zfec mit i
Iilectronie Communication Service to Disclose Records to Governiie 4
VSubdiaz-Osorio 2014). . - o
i \f‘:z‘i{\lf‘ife(;rgviders mé)iintain records of cel}ph‘one site lopatlon mfcil.'n:z:;lorz é(liSSI;L)S
[listoric CSLI refers to the records maintained by prowder.s. t?al ist t :, s
witl which a subscriber’s cell phone commUnlcgtgd gt ple-\.qou’s pOHl Sﬁ:) ! wﬂi

whercas prospective CSLI refers to the cell sites that a subscnber s cell i Sk
Copmiunicate with at a future point in time. Under thg Stored.COImu$QCIUge r
(YOA) law enforcement agencies may compel service providers to ;s C;imlzna]
npective or historic CSLI for a parti-cul;tr cgglghong ;?)the course of a

sstigation (18 USC §§ 2701-12; see Fox e ; ) i
.“w'tl"\l‘::;g;:::;'l(;n'(:'nt hﬂzan to use simple pen rcégiﬂer-urdcrs, lwi‘uch d(? (:}(ot]::?;clz
probable cause, not only to gain access to .numhey'.s cullcd_, t?ut alsot(I Jlaa“ A i ° loow
flon of the cellphone user. In 2005, hnwc\fcr. u‘t-cdcrfll ‘]udngui I.L'IL.LI.(: : [: ﬁml me
ment's application o track the culllphnnc :;L?I:cﬂin‘[mnI;l:;?ﬁ:llc c; E:::IL (ﬁw ot 12

ities needed a normal search warrant bage tobablo couse il

:?'ilci':'l(;::.-:::(:Hir:tct't'm'cl‘wc with privacy (In re Apg‘l-l-h;‘fﬂr’;r.‘:{;i'rgf' !Irf' Umrull.;n."m, j;lr g;
Oreler Authorizing the Use nj‘{"rt :P;.‘fl} : ngi..:r.ez! .xs\'c“.(l.!; ;::];6(\; Sl;m[‘]:i,.{;:,(;mnwm,
Authorizing Release of Subseriber Info, & Zell Site nf 2005) Ly CLLIE0 WA
I}t:i{fiu;tiilmi 15 "pen ruyi'ul':vr“'r.lm-.lnlnns in n(hcr Iuwur.!cdn’:rz.l‘l ‘un;n m: .ll;hl-,i, ;l'll ::;T:.
cien, the coutts have refused fo insue the order and in Tour, they have @
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I also “Google maps™ which reveals a large amo_uﬁt c{i]fslprif:;??;?;r;?g;[h ;tg
.h’nnvcm'ents of those spied upon (Glanz :ct al.. 2014). The e think ey
(f Wlvo been infiltrating the world of video games, becau;s; t }1:1 I T
lnirorists use these games to communicate. The spy -agenlclese S e
* Wl make-believe characters in the games, which they hop

 lunorists (Mazzetti and Elliot 2013).

ering the cell-site information, The government appealed none of these decision,
One New York State court has itself issued contradictory decisions, One panel
required “probable cause” for disclosure of historic CSLI (Fox 2012, p. 783);
whereas the other required only “reasonable grounds” for the discovery of prospecs.
tive CSLI, which involved monitoring future movements of the suspect .(In re
Application of the United States Joran Order Authorizing the Use of a Pen Reg
& aTrap & Trace Device & (2) Authorizing Release of Subscriber Info. & Cell Sitd.
Info2005, citing In re Application of the U1.S. Jfor an Order Authorizing the Use of
Two Pen Register and Trap and Trace Devices 2008). On the other hand, the fé:clei-‘a‘lI
district court in Maryland has indicated that historic CSLI is not protected by the
4.Amend. because the defendants in that case “voluntarily transmitted signals to
cellular towers in order for their calls to be connected,” and the service providej:
“then created internal records of that data for its own business purposes” (MCAHisféi:
2012, pp. 518-520). A federal appeals court recently adopted this argument and
‘held that historical CSLI held by service providers are “business records™ and not.
protected by the 4.Amend. ( In re Application of United States Jfor Historical Cell
Site Data 2013).

The trend appears to be in the direction of requiring a probable cause warrant o
disclose cellsite location (Casey 2008, p. 1016; For cases requiring a warrant and
probable cause, see In re Application of the United States 201 1; In re Application of'
the United States, S D Tex 2010; In re Application af the United States ED N Y
2010, cited in (McAllister 2012, 520).

Bills have been proposed in the US Congress and in Delaware, Maryland, and
Oklahoma that would require police to obtain judicial authorization before demand-
ing location records from cellphone carriers and California passed such a law, but it
was vetoed by the Governor (Sengupta 2012). _

Sophisticated new technology has now given the NSA the ability to track the
activities and movements of people almost anywhere in the world without actually
watching them or listening to their conversations. When separate streams of data are
integrated into large 'daiabas’es—matching, for example, time and location data

T'he Use of Drones
" | Civilian Use of Drones | "
IDrones can record video images and prod}rce _hea;{ malﬁ.ar’i?e?é ss;t;rag{Hﬂ;) ha:
Utiminals, or political protesters. The Departmem of Dom.és e
ullered grants to help local law enforcm_nent bu__y‘ ron f i B Y
' 'lmylun to market small, lightweight devices spg:c1ﬁca1lyd El th.andi] e
. 1||',:umly used to monitor movement on the US _bo_rder(si an . nyre]atively Ll
| Jl'|1au‘lliaents. Drones for civilian-use are not a@ed an rl-m L el
'Il\-.|~1us and fly short distances. In principle, various sensors, including
{ ftached to them. —— O NT ML
b I(“::ll(;ens and civil rights orgamzations: h.owev.c-r., tatrl'?ei;w:g i.szebmary <
{hurlottesville, Virginia, became the first mty to restn; L e
?Ltll'} ‘and enacted a rule excluding any ewdence-ob't_amc o e The
‘*-'l -‘»'.ts led the Seattle Police Department to return its two il
l?' f -L'. | Congress also introduced a bill in February of 20]3.pro. i }U_r}glal. ks
':;u;‘i::tq Foc:- tﬁrne’ted surveillance of individuals or pro_pt—*:.ryy w1thout]l.13$10ﬂa:|llé use
mrrlut:‘ In earl; February of 2013, Virginia passed a Z-year‘ mtl)re&t'on- Ak
L criminal investigations. In sever-al. states, including R
:L;::::::Sp:'!;posals would require the police to obtain a search warran

from cellphones with credit card purchases or E-ZPass use—intelligence analysts

are given a mosaic of a person’s life that would never be available from simply lis-

and law enforcement agencies also use a new technology, known as trilaterization,
that allows tracking of an individual’s location, moment to moment. The data,
obtained from cellphone towers, can track the altitude of a person, down to the spe-
cific floor in a building (Risen and Lichtblau 2013).

In addition, NSA, working with its British counterpart, have expanded their sur-
veillance in a program called “mobile surge,” to inelude the many “leaky apps’ used
by smartphone and android phone users which spew out information, accegsible by
NSA, not only about the user’s location, sex, and age, but which also make acces-
sible address books, buddy lists, telephone logs and the geographic data embedded
in photographs when someone sends a post (o the mobile versions of Fagebook,
Flickr, LinkedIn, Twittet and other Internal services, A Apecial target of the program

| Iseting evidence with a drone (Sengupta 2013a).

1 Use of Drones for Targeted Killings o
' b2 > ha he CIA and the
1Jn-manned surveillance aircraft or Dron.es.’ have b.een‘ u?z;i tt?; ;?st;m o
LI Army to assassinate upwards of 3000 alleged terrorists mbl g uateral,casualﬁes
Y;lucn and Somalia, and in doing so, have caused conmdeml e coll e
it oLy ¢ . il ; : -
-(1‘;-I'mnu 20134). The Drone strikes have also killed four Americans, in
el st Bakcr'2013)l~h “kill lists” is made secretly within the execu-
isi ! i ton the “kill lists™ 1 : ‘
The decision as to whois pu ‘ ke Uy
ernime elation to the CIA killings, C . c
Ive branch of government; In 1 S e S e
|lllv‘:-nlrmn is the pﬁinci]m'l coordinator of the “kill |.lbli .und Pfn,r,u.it:n‘t.'(’).l:::m h:H fiim I)i
"I' .|:1~ oll' Gn oach person designated for assassination, Whjlg; li}u PIG b.lm ] hm';;;.' T
fllﬁ(';] ROme 'pig,h Al Qacda [eaders, it now nppoars 1o Ilw I(lu'all:z.::::p:‘:“l m, et
y i swhomt eould have prabably been arrested and subjecte ivilia
- iy of whotn could have pro B
im;“ll'iilllilul])':liul'(Wu'i'tI’l atal, 2005, The revelationy of Fdward Snowden hoy
o ey il , 201
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shown that the NSA is also deeply involved in gathering information for use in
target killings (Miller et al. 2013).

Uproar over this highly suspect use of Drones has led Congress to discuss
whether a new secret court, like the Foreign Intelligence Surveillance Court (FISC),
should be established to decide on which persons should be targeted for execution
(Shane 2013b). A judge hearing a civil suit brought by relatives of the slain
Americans strongly intimated that courts should have a role in the decisions leading
to the strikes (Shane 2013c).

Collecting Information as to Activities in Homes
and Other Private Spaces

Use of Thermal Imagery and Its Extension
to Other Technologies

Thermal imaging technology is based on the electronic capture and imaging of @
target’s radiated or reflected energy in the thermal portion of the ele‘cr:‘romagneﬁé
spectrum. It collects and visualizes the thermal energy emitted from all objects by
collecting infrared light and focusing it with a lens onto a series of mirrors that direct
it onto a detector. The detector then translates the light into an electronic signal tha
can be displayed on a screen, or amplified, processed, and stored on videotape to be
used later as evidence. This technology, the wartime use of which was to detect, for
instance, the presence of North Vietnamese or Viet Cong soldiers in the jungles of
South Vietnam, is now mainly used to detect excessive use of electricity in homes;
symptomatic of the indoor production of marijuana using high power lamps.

Most courts found that training this technology on a house was not a “search”
within the 4. Amend., because there was no penetration of the house, and because
the energy radiated was seen to be similar to waste or “garbage,” without constitu-
tional protection, or because the detection of energy use was like a sui -ge‘ne:%fs
search that did not otherwise disturb the privacy of the occupants of houses. This
approach changed, however, when the USSC held in 2001, that the use of any tech-
nology that reveals anything inside the house, even as mundane as the amount of
energy used, is protected by the 4.Amend., because “all details are intimate details,
because the entire area is held safe from prying government eyes” (Kyllo v United
States 2001). ]

The Kyllo decision would seem to indicate, that a search warrant under the 4.
Amend. based on “probable cause” would be required to train a thermal imager on
a house. Some courts, however, have engaged in “reasonableness clause balancing”
and held that only “reasonable suspicion” was necessary due to the minimal extent
of the intrusion (United States v Kattaria 2007),

In March of 2013, the USSC avoided, however, deciding whether a “canine
sniff” of a dwelling was & "search” by elaiming that the officer und dog illegally
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livipassed on the front doorstep of the house, theré:b_y making the': sniff the ﬁu1t (:f
{he illegal trespass (Florida v Jardinres_ 20]3)._ Even jbefore Jardines, some courts
il held that a canine sniff of a dwelling did constitute a_search, and had to be
linsed on probable cause and a warrant (United States v Thoma;s 1985; State .vf
Voung 1994). Others had engaged in reasonableness clause b;alanm.ng.a'lnd held.that
\wisonable suspicion was sufficient to conduct such an 1{wesugat1v§ megsure
Iicause the main reason for such searches was to gather ¢v1dence, .w.hwh would
pyentually constitute “probable cause” for the issua.nce_of a search warrant .(:S‘mrfz v
(itiz 1999; State v Davis 2007; Some courts even require reasonable suspicion for
e canine sniff of an automobile, State v Wiegand 2005; State v Tackitt 2003;
[aple v Devone 2010).

Hacking into Computers Located in the Home with Viruses
ur Other Technology

Uommentators speculated that a “perfect computer. search” might be pclxss;ble,- ifa
(iogram could be created that would only find digital cor.ltr:abapd,. sgy., in t'he Torrp
ol uclearly illegal photograph constituting child porn-ography. Undgr .thg sui generis
ilovirine, no probable cause or even a warrant woql_d be necessary, hypoth_etif:ﬁ}uy-, ?o
yonduct such a programmed search (Adler 1996, p. 10.98'). After the dems.mn in
Avllo this would no longer hold if the computer containing the contraband was
loented in a home. _ | 2 =y
Already in 2001 it was reporied that the FBI was developn"lg.soﬁware capable 0.
lierting a computer virus onto a suspect’s computer -gn‘d 'obtal.m.ng encryptmn kgyg.
e software, known as “Magic Lantern,” enables agents to read Flatg that had. be.enl
urnimbled, a tactic often employed by criminals to hide informiatlon and evade law
uiiforcement. The use of “Carnivore,” had proved useless against suspects clever
plioigh to encrypt their files. . | ,- N
Mugic lantern installs the so-called “keylogging” softwarg ona gu;;peg!; s mac ine
{lial is capable of capturing keystrokes typed on a ;Qmputer. By .Erackmg ?xactly
whit @ suspect types, critical encryption key information can be :gathel'gq, and thep
Irhsinitted back to the FBI. The virus can be sent to the suspect via e-mail, perhaps
{lough a trusting friend or relative. The virus then watches for a suspect to start a
pupular encryption program. It then logs the pa'SS_Ph_l_'ﬂ'S? used. to staft the program,
gnientially giving agents access to keys needed to-decryp.t files -(§u111van 2001)..
lsefore Kyllo a court held that federal agents did not \.ﬂolate eather .the 4.:§.mend.
of e wi‘rel.-;‘lp statute by obtaining a search warrant WhiCl} guthonzed the mstallg-
ol of & “magic lantern” key logger device on a defendant’s pet:sﬂnal CfJnlputer and
i the device to discover the passphrase to an encrypted file (United States v
Nearfo 2001),
s rflj{:urc( m'c) three main approaches to remote searches of !.:UIH_PITI[UTS lhmuglh the
e of “Trojan Morse™ o “Magie Lantern”-type technologios. Twenty<two States
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and federal law require a search warrant based on normal 4.Amend. principles
including exceptions such as that for “exigent circumstances.” Twelve States require
a search warrant, but have standards which offer more privacy protection than does
the 4.Amend. Finally, 16 States prohibit all remote computer searches (Brennep
2012, p. 54).

Wize the computer and conduct a thorough s‘e-ar'c}.l. of all ﬁlgsogrll_ the computer so as
l‘lﬁl wuparate relevant files from unrelated files (Guest v Leis 2001).

| ["obable Cause that Illegal Files Will Be Found on a Computer

|.uw enforcement investigators will often note a_.s:peci’ﬁc il;terlrllet ac;;?:;;:;
Imvéncl protocol showing that a person accessed a child por'n'(t)g;a\slti; :;Z site ane
ilpoe i ider to determine the address associated with ti acc ;
ety jome computer at that address. Visiting or
il then seek a search warrant for the hqme computet i B e sl
ﬂﬂt‘ni‘lﬁng a member of such a website is usually enou(%l t;a ;o;bt;gti };‘;;::;;
’ . ( ' - | nputer (United Stat ;
' to issue a search warrant for a home compu i s v Ke
:?;):;‘ ll’j’)n.;md States v Hambrick 1999, .Un.r,'t_ed Stg(r.gs 12] Fq:r;s;;tig()vigécg;ﬁ :12 Ioiggr
2010, — 1 United States v Martin 2005; Unite ) b;
010, pp. 1026-1027; United States i | Bl o s
Vit j d - United States v Shields 2006; Uni
ntteel States v Wagers 2006; . Shield: - s s
100) y more evidence (Another pane Secons
A009). Other courts, however, require mo e T el
il str di vith the Martin decision but felt it ha phel i

Ulrenit strongly disagreed with | e
: 0 Sit eclsi ' Coreas 2005). Some courts

I cise due to stare decisis (United States v Core i : o
'::‘i'rlttlttrltul the physical possession of images of child p-ornogra.phy prov;de;pcl1r [?gl?rzl;;
Juiine that the person’s home computer will also contain such images (Unite
 MoArthur 2009).

4 Wpecificity of a Warrant for Computer Files

Secretly Entering a Home or Office to Access Computers

Even before 9-11, federal courts authorized so-called “sneak and peek” warrants,
that is, warrants that authorized law enforcement authorities to secretly enter dwell-
ings and other private Spaces to gather information relating to future or ongoing
criminal activity, often by accessing computers (United States v Villegas 1990;
United States v Villegas 1999), '
“Sneak and peek” warrants were codified with the passage of the US PATRIOT
Act in October 2001, which amended the law (§ 213 US PATRIOT Act; 18 USC §
3103(a)), to allow a delay in notifying the party whose premises were searched for
a “reasonable time” where immediate notice would have an “adverse result” An
“adverse result” can include: (1) endangering the life or physical safety of an indi-
vidual, (2) flight from prosecution, (3) destruction of or tampering with evidence,
(4) intimidation of potential witnesses, or (5) otherwise seriously jeopardizing an
investigation or unduly delaying a trial (18 USC § 2705(a)(2)). Such “sneak and
peek” searches are also allowed, upon warrant issued by the FISC, subject to similar
conditions as required for FISA wiretaps (50 USC §§ 1822-24). US persons who
have been the subject of a search under the FISA provisions will only be notified of
the search when “the Attorney General determines there is no national security
interest in continuing to maintain the secrecy of the search” (50 USC § 1 825(b)).
From April 2003 to January 2005, the federal government used “sneak and peek”
warrants 108 times, an average of five warrants per month, which was a sharp
increase from 47 warrants between October 2001 to April 2003, i.e., fewer than
three a month. The DOJ claimed they were used in less than 2% of searches
(Lichtblau 2005).

' a seized computer,
(lourts generally require a search warrant to sea(llr]ih files ;}}ln' nacsizfsfitsc)a HES[ "
] = . - v 1
: | some exception to the warrant requirement (like searc e
' B e A . ick 2005 ?&q with the search of a lawyer’s office, the
* ponsent) exists (State v Rupnick 2005). As . Eas
wirch warrant must particularize which of the numerous files on a comp
jed f ; ' d drive. ;
D copied from the computer har _ - P el
-+ 'l'I-1iu~e a search warrant that authorized police officers to selze any g;ldan com
B s j i disk drives and any an
o soltware and hardware, computer disks, hmei
i i i ing in sexually explicit conduct
(01, i i t or media, of minors engaging :
eplctions, in any format or media, . o
ficient ] seize the computer, but also to conduct
Wi sufficient not only to seize R
files the def nt he viously deleted (United States v Up .
ul files the defendant had pre . s vUphan 9. st
) i i erbroad warrant on the arg .
Sometimes, courts will save an ov it vk ased fo Justifya Brisk,
i s “nermeated with fraud.” This argument was used to :
uuii nearched was “permeated w : Bu. e
::-m’r'nnlless seizure of computers in one case.(U:z,regf States v f:\zﬁi?}zl 2231 th?;rized "
i iness “permeated by fraud” the warrant, _ ;
il vhse alleging a business *p . wl S ikl
or “evidence of crimes that includes but is not limited to, loct
uefreh for “evidence of crimes . | i = ey
Anents, contracts, or correspondence, computer Eal clert,, :ii»;a;::;(ﬁ?mc P
records, all f achines, all telephone answ e, cassettes,
ihone toll records, all fax mdch_l Al epnans AT RIS b
: pewriter ribbons, phone numbers contained in Lh!.-.. mbmor.y of an ?U:()H.Il ity
:;umm: dialer, and caller 1D box," was held (o v.mln_tul tht; "4./\111@;(‘.';5]3?20(”)
}*uuluh:emem because it could have been more l)rc:cmui ( l i’mtm’ bmm-: lv‘ -[I]’ L::Iie(liﬁguri.h(;
g | s does exist, but the wartant itsell does not particule serib
If probuble cause does exist, bu Lk 10 hiay Lo
(e 1llnw to be seatehed or the things to be seized, ov there i a 'T’i‘:'_tflk" !u;n:::: e
I‘lll'lil-l r:n'ur'm may choose not (o exelude the evidence hnml on (e ly,'l u';& ‘ :n e
M Ia'wn'lmwrr.- v Sheppard 1984), The “good (alth" exception has also been apphie
"U"“""I'| \ b it

Warrants to Seize and Search Computers in the Home

One clearly needs a search warrant, based on probable cause, to enter a house and
to seize a computer. A second issue is whether one needs a second search warrant,
also based on probable cause, designating what on the computer’s hard drive may
be searched for and copied (State v Ruck 201 3, computer legally seized in probation
search, but warrant required to search hard drive), Courts routinely hold that a wir-
rant to search for information located on a computer allows exceutors (thereofl (o
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to search warrants that are “overbroad” in not sufficiently limiting the officers’ dis-
cretion as to which documents or files they may open and read.

Thus, a warrant that allowed seizure of “all businesg records, files, papers, coms
puter hard drives and discs, correspondence and other material constituting evi-
dence of immigration fraud” was held to be overbroad in terms of the 4. Amend., bul
sufficiently particular for federal agents to have relied in “good faith” on its validity,
thus allowing the evidence to be used at trial (United States v Kouzmine 1996).

One federal appeals court held that a search warrant authorizing the wholesale
seizure of computer storage media for later off-site examination by law enforcement
officers was overly broad absent a supporting affidavit giving a reasonable explana-
tion as to why such a blanket seizure is necessary. Nevertheless, the court applied
the “good faith” exception (United States v Hill 2006). The Nebraska Supreme
Court also found a search warrant for a mobile phone to be overbroad for not speci=
fying what conversations or data was to be seized (State v Henderson 2014). The.
Kentucky Supreme Court, however, recently held that a search warrant need not

specify the component of the cell phone which was to be searched (Hedgepath'y
Commonwealth 2014).

3. Overbroad Execution of a Computer Search

It is first fairly typical, that police will make a complete “read-only” copy of a ‘
seized hard drive of the suspect computer. Government agents will then search this
copy for the files indicated in the search warrant (Kimel 2013, p. 962). |

The USSC has approved of searchers briefly examining each file in the office of
a lawyer suspected of real estate fraud, to see if it belongs to the category of files
subject to seizure according to the warrant (Andreson v, Maryland 1976). Some
courts apply this broad approach to a search of a computer (United States v Richards
2011; US v Giberson 2008; United States v Christie 2013). One court noted:
“Computer records are extremely susceptible to tampering, hiding, or destruction,
whether deliberate or inadvertent. Images can be hidden in all manner of files, even
word processing documents and spreadsheets. Criminals will do all they can to
conceal contraband, including the simple expedient of changing the names and
extensions of files to disguise their content from the casual observer” (United States
v Hill 2006; United States v Adjani 2006).

A minerity of courts, however, Tequire special search protocols to limit the
exploratory nature of searches of computerized material. In a similar vein, one fed-
eral judge has recently criticized DOJ officials for submitting patently overbroad
warrants for searching suspects’ e-mail accounts, whereas other courts will allow
officers to look at each e-mail first to see if it fits within the scope of the warrant
(Apuzzo 2014).

Sometimes an authorized computer search for business records will come upon,
for instance, files with ipg. suffixes, usually indicating photographs, A narrow
approach to computer searches might say the opening of such a “photo” file would
be beyond the scope of the warrant (see United States v Carey 1999), 1f the photo
file has o tag that seems (o indicate possible child pormography, then the “plain
view" doctrine might upply (Frasier v State 2003), Somie couirty have npprovel
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Iwond applications of the 4.Amend.’s plain-view doctrine to uphold sweeping

weurches of suspects’ personal computers (United States v Mann 2010; United
tites v Williaims 2010). e
-Mi_*(ft)-:] l:h?gtfé:r h'and,)o'ne federal court of -appe.al h;as issqec! a .@%cuye'maﬁgﬁ
government may no longer simply rely on tk‘ie. plain v1ew dchme ;n (-ta.s:-sf ma\gmad
li1‘c investigators rely on the intermingling of computgrlzed ;ecords [}o j;:d i yS i
Wizure and examination of e]chg;ucally stored records (United
(‘omprehensive Di esting, Inc 2010). 2

i ”wi:g:::iz;g:gfﬁant aﬁ-tborizes the seizure of ccrgain “documents”fr ‘fr'lt:z
nnlerial” some courts will allow law enforcement to seize computers lils .clon a:r:) -
ol written documents” (People v Gall 2011). Othgr court; Wfﬂ. ﬁnd t1C e iﬁlzurarram
vomputer to be beyond the scope of the s_earch un[e.ss t.;he atﬁda}m 91; ' ;31 ;:rure i
specifically mentions computers, because of the particularly intrusi

uomputer searches (United States v Paxton 2009).

|, Third Party Consent as Applied to Computers

No search warrant is needed, of course, if the owner o.f the comppter c::o:m‘sentil t(;
ive the computer seized and searched. Unqualiﬁed con.sent to se-arc‘:il[pﬁl;"e;l:;?c;sooz ‘
wen held to extend also to computers found therem (Umm;d Srq.tesr VAL ; i.‘records,:
Untted States v Lucas 2011, consented to search of house or narcotics and”* i
ilated to narcotics sale). Criminal investigators may also rely on'.the con{:e it
uwiers, or even co-users of a computer to conduct a s:earch_mth.(;r‘t t e_fp g
jevure judicial authorization, Police thus Iegal-l.'y s-ea‘rched thec:mdrc; . t;;eegln?; e
puiny executive’s office computer pursuarllt to the consent provided by
cliiel financial officer (United States v Ziegler 2007). = . L

~ The doctrine of “apparent consent” may also be re]red.on. Thu.s in f:lue aml;
.pnIm relied on the apparent authority of the sgspect’§ fathe? to consent tq L et. ;}:r .
1wl the son’s computer, and even did mz;: E"Z’qgl-rz ;;?hrce :}o Al:g:.’x;e 21615(; )WI ; ol
computer files were password-protecte nifed States narus 2 ik

:‘::::c” police relied or[: the apparent consent of def.endant.’s. gulﬁlip-d wl;odl;l::;c:) ig:;l;
{he night at defendant’s abode and was al]owed to use his .coml:ﬁl etl‘- ar[t]d th.at giie
thild pornography (State v Sobczak 2013). A Texas courlt_ actphﬁ-ti ly ;t'om e
who gave a babysitter a tour of the master bedroom in w -C'l(j SmeQ()n)
located, “consented” to the babysitter’s use of the computer (Baa.r v Stat : x;:e.a ;

I4ut, as with other spaces searched pursuant Fo consent, thfa police may note e
ihe seope of the consent obtained. Thus, if pohce‘only obfa1l}edlgonn§f?; OLE ngcmld
computer for viruses and other evidence .01’ tlmnk 1‘m{ud,tht,3{ f,ou P e
pornagraphy inimage files (People v Prinzing 2009). Consc}nt L.O.bef‘-,m ):, 1]2,- e
[ o person, for instances, could not be .cxlcndct‘i i_o btlaauc“nnb :d u r!]‘ Sl
house (United States v Turner 1999), But unrestricted :ulm.c'.nll '“.‘. sm(, 2 qmm;[
been held to extend to the seizing of pagers and the calling up of messages ¢
ere itee] States v Reyes 1996), . -

B! x:’;:u(l-;uj':::c. L\:niu'lzlms refuse (o upply lhcl ko l.Jl‘ Gt.‘nm!:ﬂ V. I’\’ur.u_{r-:.[ph l(.;’(:(}i(;lill‘z
i shfuation where one compuier user ra'l?l;mm!i (o et ]'nllllluu wearch the computer i
presetice of another user (Undted Stares v King 2010,
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5. Encryption and Compelled Divul gation of Encryption Technology

When law enforcement authorities seek to compel a suspect to turn over encryp-
tion technology so as to be able to decipher encrypted files, concerns protected by
the Fifth Amendment (5.Amend.) of the US Constitution, which prohibits the state
from compelling anyone in a criminal case to be a witness against himself, arise.

Analysis of this issue is often based on a USSC case which dealt with state com-
pulsion of a suspect to sign forms directing any foreign banks in which he had

accounts to turn records over to a grand jury investigating fraud. The “consent
order,” which was phrased so as to not constitute an admission that any accounts
existed, or to name the banks, was held to not violate the 5.Amend. The court said.
that the compulsion in this case was more like “being forced to surrender a key to a
strong box containing incriminating documents” than to “being compelled to reveal
the combination to petitioner's wall safe.” the latter of which would be “testimonial”
and require the suspect to “disclose the contents of his own mind,” which would
implicate the protection against self-incrimination according to the case law of the
USSC (Doe v United States 1988),

Normally, if the government subpoenas business records with self-incriminating
contents, the defendant may not claim the 5 -Amend. privilege against self-
incrimination in relation to the contents of those papers, because the government did
not compel him/her to create their self-incriminating contents. But the defendant may
claim the 5.Amend. to resist turning over the papers, if the act of turning them over
would be “testimonial,” i.e., would aid the government in proving either that the docu-
ments exist, that they are authentic, or that they are in the possession of the defendant
(Fisher v United States 1976; United States v Doe 1984). In addition, when the sub-
poena requires the defendant to search through numerous documents and match them
to the one’s allegedly in his possession according to the subpoena, the USSC hag
indicated that this identification process would require the defendant to “use the con-
tents of his mind” in identifying the documents, which would be tantamount to
answering a series of interrogatories in a deposition (United States v Hubbell 2000).

A person may not, however, resist a document or records subpoena, on the above-
mentioned grounds, if his or her possession of the document or records is a “fore-
gone conclusion” in the sense that response to the subpoena would not provide the
government any information that it did not already have. The “foregone conclusion”
doctrine would apply to most corporate records which corporations are required by
law keep (Fisher v United States 1976; United States v Doe 1984),

In one case, a grand jury subpoenaed a defendant in a child pornography case
and sought to compel him under oath to reveal the passwords to all of his computers,
The court cited the Doe case and held that this would violate the 5.Amend., as the
grand jury was not seeking documents or objects, but testimony in the form of the
passwords, thus equating the passwords more to “combinations” than the “keyto.a
safe (United States v Kirschner 2010; discussed in Bales 2012, P 1302). Similar
decisions have been reached in child pornography cases where the grand Jury had
sought to compel the defendant to produce and decrypt his computer hard drives (/1
re Grand Jury Subpoena Duces Tecum 2012 cited in Bales 2012, pp. 1302-1303),
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‘Several lower federal courts have required a suspect to produce and to decrypt

€ sion” exception as a basis for its
‘uomputer files, and have used the “foregone conclusion™ excepti

detision (Engel 2012, pp. 568-569). In one cgsa;, tl;e Ftlsisl,hff H?:r;ﬁ; .as g;;égeﬁi é;;;.]i
livestigation, executed a search warrant at defen 'an B FELEEC
::::Ilnhe% of computers, an encrypted laptopdfmtmd 1.1_1.1n slef“i S:fjﬁig;ig;:;::i 31;1;%
With indications that she used it. A court order to co : roduce the
':‘M‘:::l':']ddg)nterws of the computer” and the e?ncryptjon keys was‘ ‘]:f1eldanc;f ;{; g;ziitzs;l:
A Amend. privilege against -self—ifnc;iminat::ori,ftztz?:ist: ;g ;2;3 Sr;;,; = 20.12 =
; - i¢ primary user of the computer (Uni co. 3
:]::lls:gfnvgiggezg 12, ;[l;y 563-566). The MaS'saghuseth Sup.)reme J 1ud.1ci‘at]éio;:naigsltzz
while recognizing that being compelled to p1-ov1Qe encryption tog s is et alré.ad,y
lipld that the defendant’s possession of the tools and gt?lllty Fo_ .ecrggm)
lipen revealed through his own boasting (an_*zmqnwea-p,’th v G-elﬂgat-a‘ 2 ¥ S I
[t hecomes immeasurably more difficult fqr government tolcz‘pglpe o té)d o
jlve up the password or the encryption ttlwails ;Q‘r susg;c;t:t a?éesfofe; tiene;:?%qes s
e not on the suspect’s own computer hard-drives, b ; _ s
il ider somewhere far away from the defendant s computer, or as spme
:f .lln rl)lrlzwggusdo” An encrypted file stored in the clou'd-will. oftg:n bg ge?y' :ﬁfi:;l;c;
Itie back to an individual, whether because of tffchmcz\} 1ssu§s-hor; (:Ci .s::OduCing
logations are shared among mar?: .ir;icl.iv.itd_ualsi;;k’uif1 I-Sfea:ﬁst;::;g ?,fii doori o
wsword or encryption key, whether it is so ect’s min
:‘v]l:l?l‘;:’fment, wi]ﬁiplici'tly communicat&i that the person with the ;;gi;vggr;l or key
i aceess to or possession of the electronic ﬁle‘; (quel _2012,Pp. o its. el
In reality, however, it appears that the gc‘w'erm_nept is seldom lmfi est 55 Of e
lgutions by encryption software, as very few .c%'umnal suspecrs, -(aii“.ua.ercompuwrs,
‘wde use of it (Schwartz 2008, p. 293). In addition, NSA has uﬂge tsn.q)ndem_ﬁne thé
{echnical trickery, court orders and behind-the-scenes persuasion t(:l umternet e
fjor tools protecting the privacy of everyday cgmmumczﬁlo;lss :: ba&z . mn;-
necording to documents disclosed by Eclward Sm?wden. i .e > Cm.n com-
piters to record messages before 'th? werIeL :lncn;g:::ﬂzni ;23:100 E:ds\c:’\.lse::tjﬂkn%Seps nies
v lurn over their master encryption keys. It also secr - :
:;ul encryption standards used around thej world.. The NSfx spzntds Tlgzr;l?iz fggl()
julllion a year in its Sigint Enabling Prolt?ct which is designe ou s
mercial encrypting programs. This massive assault on enm:ypt:sm"; . :Nith -
iinmed “Bull Run,” has achieved what-Flue C]ln-FO{:. {tx.dmmist;atm; a]i- eLh s
atlempt to compel installation of a “clipper chip” in the 1990s (Perlro :

Use of Informants to Electronically Surveil Activities
in the Home
Nlnoe the steing of dectsions ending with United States v, White (1971), conversa-

Wi i, 1 the RN M-
(fons in homes may be surveilled by police without i wnmmt, If Ih'( m-ﬂ“U-F-I-”i.fl:\:mu
age to get thelr wired informant dceepted 18 o guest in the suspect’s Figatmne o' §
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space. The theory is that the suspect has “assumed the risk” of communicating with
him or in his presence (see Almada v State 1999). Using a wired informer has even
been allowed when the informer did not speak the language, nor understand the
contents of the recorded conversation (United States v Longoria 1999). .

The White case inspired, however, a stron g dissent by Justice Harlan, who ques=
tioned whether “we should impose on our citizens the risks of the electronic listener
or observer without at least the protection of a warrant requirement.” Justice
Douglas, also dissenting in White, called electronic surveillance “the greatest leya
eler of human privacy ever known® which penetrates “all the walls and doors which
men need to shield them from the pressures of a turbulent life around them and give
them the health and strength to carry on.” He said that “[m]onitoring, if prevalent,
kills free discourse and spontaneous utterances, Free discourse—a First Amendment
value—may be frivolous or serious, hamble or defiant, reactionary or revolutionary,
profane or in good taste; but it is not free if there is surveillance. Free discourse
liberates the spirit, though it may produce only froth. The individual must keep
some facts concerning his thoughts within a small zone of people. At the same time
he must be free to pour out his woes or inspirations or dreams to others. He remains.
the sole judge as to what must be said and what must remain unspoken. This is the
essence of the idea of privacy implicit in the First and Fifth Amendments, as well ag
in the Fourth” (United States v. White 1971).

Several States have followed the dissents in Whife and required police to secure
a judicial warrant before sending a wired informant into a dwelling (People v
Beavers 1975; State v Glass 1978; Commonwealth v Brion 1995; State v Bridges
1997, State v Geraw 2002; State v Mullens 2007), or at least the approval of a hi gh-
level prosecutor (State v Worthy 1995, based on reasonable suspicion).

‘Some federal courts allow the secret installation of audio or video monitoring
devices'in a suspect’s private dwelling without a warrant if the police have an infor-
mant present in the house during the surveilled conversation or activities (United
States v Yonn 1983; United States v Myers 1982; United States v Lee 2004). Other
federal courts would, however, require judicial authorization under Title 1 (the
wiretap statute) in such a sitvation (United States v Padilla 1975).

The prevailing view, however, is that warrantless, surreptitious videotaping
inside a home by a person who has been invited into the residence does not violate
the 4. Amend. (United States v Davis 2003; United States v Wahchimwalh 2012). If
government authorities cannot gain consensual entrance into a home to use secret
recording devices or video cameras, then they must obtain judicial authorization
which follows the guidelines set out in Title III, the wiretap statute.

Video Surveillance in the Home

Although secret videotaping in a home or other priviite space is not covered in Title
I the US wiretap statute, nor considered o be an “interception” under that stutute
(Unired States v Torves 1984), federal courts in tioir case lnw hive created require-
ent of o “super warrant” which closely tracks the requirements of ‘Title 111,
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iiicluding the 30 day-limit (United States v Koyom_ejiai:’, 1992; see alé_o Ur:;egd'aircaézz
v Pulls 1994; United States v Mes_a-R-incon 1990; Umt_ed Stgres v ue.\lfl.ance “ fhe
\U87: United States v Biasucci 1986; States v Palge_ 1996). V.ldl:’«O SLE;VTI i o
Bjome is also, according to one court, only permssxble{ ft?r a c?;;tj] at cou

silbject of a wiretap under Title III (United States v Williams )

Access to Electronically Stored Information in Private

I'ossession in General

Accessing Portable I-Phones, Pagers, and Other Portable
Llectronic Storage Devices

It 2014, the USSC tightened its rule on searches incident tg ariest in 'h01'i1;1§1 rrfilt
piulice could no longer treat a computer or smart p.h'one asa me{rev confmne: o
Able without probable cause or a warrant after the.arl.*e.stf)f. 1.ts. pos‘gzzzot}.]e _St;)re.d
Klpent circumstances police (r;;ﬁst nox(n; %F:;O?n?-:a;%hl ;f\)fan.anl to acc

tilmati such a device (Riley v. California, : | N
mh.';].(i:lllf::ggu(;?sq}l:a-\?e required a search warrant to 'se'a_.rf:h a conﬁsqated ;ellgh{:jr:e ﬁ?;
\Mone, even if the information could have been obtamei by courtd(;;;n :;c;d v
uirvice provider (State v Boyd 2010). Ope feder:al Cl(.)l‘l.rl,. : O\Zeyell'.il ‘ “oﬁ" e
ulice may record numbers called on a pager when it is SEIZ:Z ;]n ol thatij : mes_,
liecnuse the suspect, in making the call to the pager, assume t e : sOf e
wipe would be received by whomever happened to be in possession p
{he time (United States v Meriwether 1990).

Yransactional Surveillance and General Access to Records
I the Hands of Third Parties

: S i ; rvice agree-
Tinditional USSC case law stripped citizens of privacy .\Zhen, dlz}izra s:;mesq gthey
ith 4 k. te one company, internet provider, 3 :
jent with a bank, telephon £ : 2 P iy
i information | ondition for recel
over otherwise private information to this provider as a ¢ _
(uined over otherwise private 1S PROV: e Kz
ey : I : cial warrant bas
: TR e SAUSE 4. Amend. protection is given, a judi
Iy the service, Because no 4. i st iy i 4%
: sedito access this - arious coercive me
; ¢ Cause wquired to access this information,
il probable cause 1s not req : e AR s
q:u]‘{"‘ may be used by the government, some involving court pdl‘lllClellllOI‘l, ZUN <t
) v e o ' e 3
" ASES - AR R o -unty Lellers .
1 orders subpoenas, others not, such as National Sec '
gourt orders and subpoenas, o BUCL i PRt bl ot gl T
st Sy sara? fey o ST rmation. Information fros
inflor FOVEINme equests” to obtain such info HORLIPAOH <208
el informal government i : e e i st
illiance and access may be used in an ongoing investigation, )
shich surveillance and access may IBORE R i
I stored in one of the governinent’s many databases and subjected to data mining

[ the Tuture,




120
Banking and Financial Transactions

1. Requirement of Subpoena or Search Warrant

Congress has passed legislation prohibiting the government from obtaining
records from a finaneial institution except by subpoena or search warrant (12Us¢ey
§ 3410-22). The USSC upheld the use of a subpoena to obtain banking records,
because it he]_d that the bank customer has no reasonable expectation in the bank’s
i ks, deposit slips, and other financial records compiled by the
bank (Miller 1976). These subpoenas are not based on “probable cause,” but may be

issued if “there is reason to believe that the records sought are relevant to a legiti-
mate law enforcement ing uiry.”

While subpoenas are also sufficient in New Jersey, that State’s more Pprotective
Constitution requires that the subpoena be issued by a grand jury and allows the
customer a period of time to object to the release of the records (State v McAllister
2004). Other States also give enhanced protection (Peaple v Nesbirt 2010; People v
Mason 1999, requiring “probable cause” for the issuance of a subpoena),

It recently became known that the CIA has secretly been gathering massive.

Banks are required by the Bank Secrecy Act of 1970 (BSA) (Pub L 91-508), to
maintain records of their client’s identities, to microfilm certain checks and to keep
records of other items. The BSA also authorizes the Secretary of the Treasury to
require financial institutions to file reports of certain payments, receipts, or transfers
of currency or other monetary instruments, including those in excess of $10,000,
These “currency transaction reports” are sent to the Financial Crimes Enforcement
Network (FINCEN) which keeps them in computerized storage and makes them
accessible to law enforcement (Thaman 2001). These provisions have been upheld
by the USSC (California Banker’s Ass'n 1974),

Government Access to Information from Other Service
Providers

Since the USSC does not grant 4. Amend. protection to information given Lo service
providers, the government can access this information without a showing of proba-
ble cause. As with bank records or communications metadata, even if the law.
requires a subpoena, the violation of this law will not usually lead to suppression of
evidence gathered in the federal system. Courts have thus found no feasonable
expectation of privacy {n records of olectricity use (People Stentlay 1960), {y
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plinrmacy prescription records (State v Russo '2(.).02),.0r in med1q51210rglcords from a
public health clinic (State v Mubita 2008; Commc?nwml.th v Efaw_ ): S
Some States accord a greater respect for privacy in. :s;uc_h reco‘rd;. ; us,V o
Witshington Supreme Court found a violation of its co'nstltut.mr?al righ t tLO p?thou)i
when a public utility turned over records of a sus'.pect‘s use of elec:;;:x-c:J _'2 .;Y(m u
living gotten a court order and held thall: the evrdeqqe c?uld got be .s.in oﬁe’s
Muxfield 1997). Washington also recognizes an expefctgt.tmr.a o Pfl_";cbf e,
fiime in a hotel registry, but would allow access t? the mf|ormat;on \lrms rea rabe
shspicion (State v Jordan 2007, In re Per;s? Resrrqmt of Nichols 200 % Dor;; 02 s
ilko require a search warrant for prescription drug records (Douglas v Do i
Slhte v. Skinner),

Muil Covers

] i ion” i j ications metadata, and, of
“linvelope information” is the metaphor used for communi

~ bourse, the address and return address one affixes to a letter or package is much

Hjore public than an e-mail address or a website one visi:ts_. Ip its :v?reltC1ogsTa£§1:z;Lilte
{br data, the US government has instituted the Mail I'S(.)Iatmn.Contlho Ijm ek ng
jwogram, in which computers of the US Ppstal Serv1c¢ photogr;;; - lt1 8 e);eces o
wvery piece of paper mail that is processed in the USA, about 160 11-, on 5 es :
Htanee, in 2012. Tt is not known how long the government“saw.:s.t e. nn gn .a a
Iraditionally, criminal investigators would only request mail coyerns” f) S
by case basis, when one had localized a'susp(?cte-d‘.cnml.na]. ‘T.he same was o ,the
wourse, for wiretaps and pen registers. No jud1c1;al comrc?l is necl:ﬁsaly.suweﬂ_
Investigator has to do is to fill out a form to get the 1nfox:m-at10n.ll)\/la; lccé\:; il
lunee requests, which are almost always granted by..l.he _Ug 08 Rat e ca,n e
Aranted for about 30 days, and can be extendfad for up to 120 ' efyg. - eq tL a\:rera. °
telited to criminal activity or national security. Cr1-11una1 gctw?t‘y 1-§quesf S - %0
19,000-20,000 per year. Officials need probable cause, and a warrant, of cour.

apen a letter (Nixon 2013, 2014).
|

The Problem of Secret Interception of Data with P:Io _
Notification Provisions and Its Sh-ai_'ed Use by National
Security and Criminal Enforcement Organs

The Right to Discover Whether One Was a Target of Secret
Nurveillance

1 I At a1 ' W i A : ’ .‘ il
The government need not inform i person that he or sho hxmll:u'm (he H-I‘lh:i-u::y ﬁ‘:‘
siievelllanee under the Foralgn Tntelligence Survelllanee Act (FESA), nor whithe

L e governpment bas installed pen/trap dovicas, ot gutherad stored gommunigntions
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metadata or electronic communications by subpoena or NSL directed to service
providers. As a matter of fact, no lawyer has ever gotten discovery of the
records which gave rise to a FISA search since the promulgation of FISA in 1978

(Savage 2014).

In the wake of the revelation of the secret NSA interceptions during the admin-
istration of George W. Bush, several lawsuits were filed by NGOs on behalf of

persons attempting to ascertain whether they had their confidential communications

intercepted during that long-term operation. An Islamic charity sued President Bush
and other executive branch entities, alleging that it was subjected to warrantless:

electronic surveillance under the NSA program, but the government claimed that

the “state secrets” privilege prevented it from revealing the information for the pur-

poses of the lawsuit (Al-Harameain Islamic Foundation Inc v Bush 2007).

The American Civil Liberties Union (ACLU) sued the government on behalf of

a group of lawyers and journalists alleging that the program violated FISA and that

they had likely had their conversations intercepted thereunder, and another group of
citizens sued AT&T on account of its collaboration with the allegedly illegal NSA

program. In both cases, the government moved to dismiss the suits, either on the
ground that the plaintiffs lacked standing, i.e., could not prove their conversations
were intercepted, or because “state secrots” would have to be revealed in defending
the suit. In both cases, the plaintiffs were ultimately denied relief based in the alle~
gation of “state secrets” (ACLU v NSA 2007; Hepting v AT&T 2006; see Casey
2008, pp. 1020-1025).

The US chapter of Amnesty International challenged the NSA wiretap program
on behalf of certain lawyers, human rights, labor, legal, and media organizations
whose work requires them to en gage in sensitive and sometimes privileged telephone
and e-mail communications with colleagues, clients, sources, and other individuals
located abroad. The complaint alleged that some of the persons with whom the plain-

tiffs communicated could be peaple that the government believes are associated with

terrorist organizations and that the provision of the 2008 amendments of FISA, 50
U.Sic §1'881=a, which allow such surveillance, would prevent them from engaging in
their livelihood through the use of international correspondence by telephone or
¢-mail. The USSC denied the plaintiffs standing, claiming they could present no clear
evidence that their conversations had been intercepted, or that future threatened
injury was “certainly impending” and thus no “case or controversy™ existed, which
the court could entertain (Clapper v Amnesty Intern USA 2013).

The government’s lawyer in Clapper, in his arguments, alleged that the only way
a person could have “standing” to challenge secret NSA wiretaps, and to find out if
her communications were intercepted in the first place, would be if she were charged
in court and the government filed a notice of intent to use the intercepted communi-
cations in its case.

Nevertheless, in subsequent prosecutions, federal prosecutors have refused o
make the promised disclosures, even after charges have been filed, thus undereuyi-
ting the assurances the government lawyer had made (o the USSC in ¢ lappar
(Savage 2013), This situation is now changing und the government hus notified
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nuime defendants in pending and final cases that they were subjected to the secret
Wiretapping (Savage 2013).

"Hand-Off”’ Procedures to Avoid Notification Requirements
uf Title III or Other Laws

[he wiretap “hand-off” procedure was 'use:d. by ipyesti.g-a.t'o;*s mdLols) A;lg:-cliai bggnl;;
iing in the 1980s. It involves an initial issuance (}f'a.WHetF:lp or .e.r zm S] ¢ fu{d s
!l.l\u!'Wil'ctap yields evidence of 'criminal.con.duct, the investigating atgh Ll
lrnsmit the information to another unit without e)Fp%'essly :stat;lng a i e
(o was discovered through a wiretap. The receiving unit then con

pendent probable cause to arrest the targets. ’I‘he -df:fg.ndant wc.aul.d be %;ngcklitfv
Twl.I:ImuL ever knowing that he was subjected to the wiretap suryeillance (Whita

Larcerti 2003).

“Hand off” procedures were also -appall'gutly the t.najn toolhlvl.lsed to &_&v;ﬁ?ﬁ?
iinterial gathered in the secret NSA-survexl}gnce _pr.qgraly.lf. .T .l.s arlgug te};n ofgtde_
guthered information was secretly fei back into tthz et;‘;b;;i:? Oeéatosgso il
i ications surveillance. It has been estimate % FIS.
‘v:::::"ulnul]:lzi:ﬁzfliu;e based on mform-at;cg}f )gathered in the secret NSA domestic

veillan ram (Schwartz 2008, p. 307). }
“"‘IJ(I‘:L“:IETCE;%A prg)'gram has led, in the wgrds -of,:,one cqm_mentato_lj, to 50115:;:3
pirallel system of telecommunications 'sur_\‘feﬂl;z.mcci Where .mf(j)rrman0%1-e s
111 18 fed back into the official system in-:':x tgshlon that leavgs no .trr?\cgs .. ki
{4 “built on secret presidential author.izanons, .secret DOJ legi opcmizr:e,ss e
Ing presidential promises; an executive that refuses to .prov1. e Ot gon on i
public with necessary info:matio_n_; and, mgst regently, acqmesc?n.tiesﬂ %sc'hwaﬁz
lepislation enacted in ignorance of the true dimensions of NSA activi

1008, p. 309).

The Problem of Removing the “Wall” Betweer.z Tradition.al Law
Lnforcement and National Security Information Gathering

Sinee involvement of the Army and CIA in domestic surx:u?t1lanfztla of :2;[:;1&;?;13
War and Black Pciwer'ucli.vis_ts in the I‘)_ﬁl()s nnd ]_‘9"7()§., thu& W:lSd c(:mi% o
{ weparate traditional law enforcement Irpm intelligence ;galh;rlzgai. w.(,u.[(lj e
Sl between the two arms of government n_weu‘ll (hat unl.y.‘. B o inm[iga-
for intelligence wiretaps and Title T n_:i-'cun\fcnltlml_llz:i-(::;ﬁt:l:::;; l t: ’I‘l;:tﬂ/\ u; L

hough the President had puthority priot to 0 enactmont Syl
:::::"Ihllallilti::&:\‘lg security witetups, federnl courts would exclude evidonce pgnined
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from such wiretaps when it turned out that the investigation had become, primar-
ily, a conventional criminal enforcement operation (United States v Truong Dinh
Hung 1980).

Even before 9-11, however, evidence legally gathered through a FISA wiretap!

could be used in a criminal prosecution against a US person (United States v Duggan
1984; United States v Nicholson 1997; United States v Pelton 1987; United States v
Sarkissian 1988). After 9-11, however, the standard for a FISA wiretap was low-
ered to require only that a “significant purpose” of the wiretap was aimed at forei en
intelligence, instead of the “primary purpose” language that existed in the original
version of FISA. The Patriot Act intentionally aimed at removing the so-called
“wall.” This made it easier for FISA wiretaps to be simultaneously used for foreign
intelligence as well as for conventional criminal investigation. And, with the lower
threshold, as long as the wiretap can be justified under FISA, the evidence may be
used in a conventional criminal prosecution as well (United States v Ning Wen
2006). The FISA Appeals Court has also ruled conclusively that there is no harm in
“sharing” of material between law enforcement and intelligence operatives and that
no such “wall” ever really existed (In re: Sealed Case 2002).

Because of the more flexible rules for FISA wiretaps, metadata orders and NSLs,
the bulk of which are acquired by NSA and FBI, lesser law enforcement entities,
such as the Drug Enforcement Administration (DEA) seek to tailor their requests
for wiretaps to fall within the categories of terrorism or national security, but the
NSA is often reluctant to allow more conventional law enforcement agencies access
to its huge archives of electronic metadata (Lichtblau and Schmidt 2013).

The Search for a New Paradigm

It is becoming clear to more scholars, judges, and the public in the USA, that the
traditional 4.Amend. approach to privacy protection is obsolete in the digital age.
Even before the revelations of Edward Snowden in June, 2013, Justice Sotomayor,
in United States v. Jones indicates that it is time for a change. She wrote:

[[]t may be necessary to reconsider the premise that an individual has no reasonable expec-
tation of privacy in informatien voluntarily disclosed to third parties. This approach is ill
suited to the digital age, in which people reveal a great deal of information about themselves
to third parties in the course of carrying out mundane tasks. People disclose the phone
numbers that they dial or text to their cellular providers: the URLs that they visit and the
e-mail addresses with which they correspond to their Internet service providers; and the
books, groceries, and medications they purchase to online retailers (...). I for one doubt that
people would accept without complaint the warrantless disclosure to the Government of 4
list of every Web site they had visited in the last week, or month, or year. But whatever the
societal expectations, they can attain constitutionally protected status only if our Fourth
Amendment jurisprudence ceases to treat secrecy as a prerequisite for privacy. 1 would not
assume that all information voluntarily disclosed to some member of the public for a lini-
ited purpose is, for that reason alone, disentitled to Fourth Amendment protection: Privacy
is nota-diserele conimodity, possessed nbsolitely or not at all, ‘Those who diselose cortain
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{acts to a bank or phone company for a limited business purpose 'nEed.r{Gt a-s%un_te that this
information will be released to other persons for other purposes (United States v Jones
2012a, b).

For the new generation of users of social media, such 'as Faqebnmk, Tw1tter,
|inked-In, etc., electronic communications of feelings and 1deas can be seen as a
wittogate for conversations which might earlier have taken place in a lpr-ote.ct_.f;d
pluce like a home or a telephone conversation. The fact lt.hat one must enllsya ser\_nce.
provider to facilitate these exchanges, according to th'rs opinion, is not a sufficient
{(enson for denying the protection that the 4. Amend. gives to homes, and telephone
ohversations (Ghoshray 2012, pp. 82-85; McAllister 2012, pp. 4%99~500). aych

The USSC has gradually extended the realm of privacy, ﬁrs:t in rh{, hgme,l wlth
decisions preventing use of a thermal imager (Ky!llo) or a canme..s.m‘ff (qunda 7
Jurdines), and even in automobiles, with the limitation of see'u'ches _1n.c1dem to gr.rest
under Gant. But the decision in Jones and the strong concurring opinions pf Ius‘twfas
Sotomayor and Alito, along with State court and lower fgderal c::ourF .d.ec.xsmns limit-
lii long-term surveillance in public places by GPS or cell'p%mne lqgatmr_n, sgf:m to
Indicate a trend in the courts of recognizing the new HECBSS'I.UGS o_f protection in this
st of massive use of ICT and the switch in the understanding of the population on
what should be kept from government eyes. . - i) |

This new approach to the 4.Amend., reflected in the concurring opinions in
Jones, focusing on the totality of the actions of law enforcement in its sqrveﬂlance
ol 4 suspect, and not on whether each seqqential step taken- by -law en‘forcerqel:nt

romports or not with USSC interpretations of the 4.Amend.,.1.e., wgs, or was p.ot‘a
“yearch” according to the high court’s jurisprudence, pas been labeled a mosaic
Iwory"” of the 4. Amend. (see generally, Kerr 29] 2). Th.-1s approach appears to den}—
Jrute the traditional “inside-outside™ demarcations which chal"actenz.ed the court’s
{urisprudence: i.e., all in the house, in private is protected,.all m:pu‘t‘a-hc: reveale-d tg
i third person, “envelope” information, is not (supporting t_he _u_;SJdefoutmde
appproach and rejecting the “Mosaic™ approach see Ken 2012, pp- 346—35?). A
The outrage at the new revelations, by Edward Snowde'n, _ot‘" _the massive NS.
it mining and surveillance aimed at US citizens and forelgnfnnzens and govern-
{ients, is also indicative of the fact that the USSC’s interpret'atl:_on of the 4.Ame.nd.
& fulling behind the times. Sociological studies hawva shqu, .1r.1rf!ee.d, that the.m;lli-or-
Iy doctrines applied by the USSC in relation to using pen registers, QPS tracking
ilevices, or cellphone site location do not correspund to the expectations qf privacy
ligld by a significant majority of society (McAllister 2012, pp. 512-529; Slobogin
JO0B, pp. 333-336). . - e =
Yome critics suggest a rejection of the “reasonable expectation of privacy leﬁl u}
fuyor of a test based on expectations of “security” from government |mrgmun, Fhu.s
ptiining to the language of the 4.Amend, whigh sitys that the peaple shouk; be
Useenire in their persons, houses, papers and effects” (Casey 2008, pp. 1030 ]_0"._‘ il
In the area of data mining, Christopher Slobogin suggests that we -.'ihnlllt! reject
e one-size-fits-all approach of USSC case law t.hm traaty all iufm'J.nuHml glvm? u;:
i third paity as lacking 4. Amend, protection, He fouls simple subpoonas shotld suft
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wvestigators. For this t 1 ini udi

ord;r would be needed (Slobogin 2008, p. 338). e

Reprféze:jg;)j; ;Eout'the Snowden revelations nearly led to the US House off

_ posing restrictions on the powers of the NS. i -

_ s 2 _ e NSA to intercept ¢n

;La:ﬁz icolm .n,lumcatlons -meFadata (Weisman 2013), and there is evidenCelflf'aﬁt &

in gene:alqsg:ag:gtr}lﬁdeﬂce in the spy agencies, CIA and NSA and the O'OVernme; :

1¢ to the phone and internet surveillance, th o s ol

carlier scandals around the use of ¢ IR b s e, andify

tortu - ; :
changes may be on the way. RS LS Hopefully this means i
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